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                and infrastructure that aims to ensure the security, authenticity, and reliability of electronic
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                    Signer authentication

                    pdfFiller provides a variety of two-factor authentication options to help you verify the identity of your signers.
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                    pdfFiller creates and maintains a detailed document history that displays all document and account activity by user including full names, email and IP addresses, and time stamps.
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                    All your documents stored in your account are encrypted with the NSA-developed SHA-256 encryption algorithm which protects data transfers between you and another person, you and a server, and against external access.

                

                
                    
                    HIPAA compliant data storage

                    pdfFiller stores your documents in US-based Amazon S3 data centers, which set the industry standard for HIPAA compliant secure data storage and protection against security breaches.
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                    Safeguard access to documents inside your account with an additional and customizable layer of protection. Use pdfFiller’s encrypted folders to create a two-factor authentication layer inside your account. Set an additional password for opening and editing documents in your account.

                

                
                    
                    Tamper-proof controls

                    pdfFiller employs anti-tampering technologies to ensure that your documents can not be altered once filled out and signed. These technologies include watermarks and signature stamps.
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                    Information security 

                    pdfFiller’s information security team of experts conducts regular risk management reviews, performance auditing, risk classification, and guidance.

                

                
                    
                    Vulnerability testing

                    pdfFiller’s information security team performs internal vulnerability scanning and retains external subject matter experts to conduct penetration tests. We have developed processes and tools that ensure timely identification and remediation of security vulnerabilities which could impact the product or physical security.
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                    pdfFiller maintains standard disaster recovery solutions to recover cloud-based systems, infrastructures, file systems, and databases to restore business critical systems in order to meet business system Recovery Time Objective (RTO).
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                    pdfFiller’s system of access controls ensures that access granted to each environment is appropriate and authorized. This includes defined processes, clear segregation of duties, appropriate approvals, audit trails, and access reviews.

                

                
                    
                    Incident detection and response

                    pdfFiller’s infosecurity team promptly evaluates and responds to incidents that create suspicion of or indicate unauthorized access to or handling of services and information.

                

            

        

    
    
        
            
                
                    Business Associate Agreement

                    In order to transmit electronic Protected Health Information (ePHI) using pdfFiller and maintain it with HIPAA compliance, customers should sign a Business Associate Agreement (BAA) with pdfFiller. The BAA mandates a set of security controls and processes, breach protocols, and sets the responsibilities of each party to help maintain the security of ePHI.
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                    Turn on HIPAA related settings in your account

                    Click your icon in the top right corner, choose My Account, and go to Settings. Choose Authentication and Access Security and turn on the HIPAA compliance slider. Contact our support team to sign a Business Associate Agreement (BAA) with us. That’s it, you will now send, collect, and store information according to HIPAA standards.

                    Note: Features such as Fax, Notarize, and Send via USPS are not available when your HIPAA slider is turned on.

                

                
                    
                        
                        
                    
                    Get dedicated support 

                    Do you need more information on how to manage your document workflows in a HIPAA compliant manner? pdfFiller’s support team is ready to help. Contact pdfFiller via live chat and we’ll address your privacy and security concerns.
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                If you have feature-related questions, please contact our customer support.
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Singapore
Sint Maarten
Slovakia
Slovenia
Solomon Islands
Somalia
South Africa
South Georgia & South Sandwich Islands
South Korea
South Sudan
Spain
Sri Lanka
St. Barthélemy
St. Helena
St. Kitts & Nevis
St. Lucia
St. Martin
St. Pierre & Miquelon
St. Vincent & Grenadines
Sudan
Suriname
Svalbard & Jan Mayen
Sweden
Switzerland
Syria
Taiwan
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo
Tokelau
Tonga
Trinidad & Tobago
Tunisia
Turkey
Turkmenistan
Turks & Caicos Islands
Tuvalu
U.S. Outlying Islands
U.S. Virgin Islands
Uganda
Ukraine
United Arab Emirates
United Kingdom
United States
Uruguay
Uzbekistan
Vanuatu
Vatican City
Venezuela
Vietnam
Wallis & Futuna
Western Sahara
Yemen
Zambia
Zimbabwe


        

        
            Phone number
            
        

        
            Company name
            
        

        
            Job title
            
        

        
            Company size
            Number of employees
0 - 5 employés
6 - 50 employés
51 - 200 employés
201 - 1000 employés
1001 - 2000 employés
2001 +  employés


        

        
            Questions or Comments
            
        

        
                                                By clicking “Talk to sales” I agree to receive email or phone communications about your services, offers, and promotions. We use your information as described in our Privacy Notice
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